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VEHICLE PART IDENTIFICATION SYSTEM
AND METHOD

accessed electronically. The codes for the various electronic

BACKGROUND OF THE INVENTION

1. Field of the Invention
The present invention relates to devices and methods that
are intended to identify the individual parts of a vehicle,

thereby alloWing those parts to be identi?ed if stolen. More
speci?cally, the present invention relates to electronic iden

10

ti?cation systems Where individual electronic assemblies are
identi?ed With a unique code that can be identi?ed elec

tronically through a computer interface.
2. Description of the Prior Art

assemblies are assigned to the vehicle in Which those
assemblies Were originally manufactured. When the vehicle
is inspected or serviced, the electronic identi?cation code
from each electronic assembly can be read. The various
electronic identi?cation codes are compared to an authoriZed
identi?cation code that identi?es the vehicle in Which the
various electronic assemblies are contained. If the identi?
cation code from one of the electronic assemblies does not
match the authoriZed identi?cation code for the vehicle, then
it can be determined that the electronic assembly in question
is not original to the vehicle. The identi?cation code of the

non-original electronic assembly is then compared to a list

of electronic identi?cation codes for stolen electronic assem
Every year thousands of cars, trucks and other vehicles 15 blies. If a match is found betWeen the non-original electronic
assembly and the list of stolen parts, an indication is
are stolen. Many of those vehicles are taken apart and the
provided.
individual parts are resold. The individual parts rarely con

tain vehicle identi?cation numbers. Consequently, it is
nearly impossible to determine if a used part came from a
stolen vehicle or from a legitimate supplier.

BRIEF DESCRIPTION OF THE DRAWINGS
20

Thieves also commonly break into vehicles and steal parts
from those vehicles. For example, every year thousands of

accompanying draWings, in Which:

radios are stolen from vehicles. To combat such thefts,
vehicle manufactures have begun to distribute the electronic

FIG. 1 is a schematic vieW of an exemplary embodiment

components of the radio throughout the vehicle.

25

Consequently, if the main radio unit is stolen from a vehi
cle’s dashboard, the electronics of the stolen radio Would be
incomplete and the radio Would not Work. Since the radio
Will not Work if stolen, the incentive to steal radios is
reduced.
HoWever, thieves steal other parts of vehicles besides the
radio. One of the parts being increasingly stolen is the
vehicle’s air bag. Air bags are stolen and are resold to repair

30

shops. The repair shops install the air bags into vehicles
oWned by other people. As a result, the operation of the air
bag cannot be disabled When the air bag is stolen. If the air

35

person can be unnecessarily killed in an accident.
40

air bag in a protective shield When the vehicle is not in use.

This approach is exempli?ed in US. Pat. No. 5,566,560 to
LiCausi, entitled Air Bag Anti-Theft Device and US. Pat.
No. 5,540,067 to Kim, entitled Anti-Theft Device For Auto
mobiles And Air Bags. The problem associated With such
prior art devices is that it requires the driver of the vehicle

of a system in accordance With the present invention; and
FIG. 2 is a method schematic illustrating an exemplary
logic ?oW for the present invention method.
DETAILED DESCRIPTION OF THE
INVENTION

bag Were to become disabled When removed, an unknowing

For this reason, different theft deterrent approaches have
been developed for protecting the air bag. A common
approach for protecting air bags from theft is to encase the

For a better understanding of the present invention, ref
erence is made to the folloWing description of exemplary
embodiments thereof, considered in conjunction With the

45

to install a bulky shield over the air bag each time he/she
leaves the vehicle. The driver must also remove the bulky

Although the present invention device can be used to
protect many types of electronic components in a vehicle,
such as the radio, compact disc changer, dashboard instru
mentation and the like, the present invention device is
particularly Well adapted for use in protecting the air bag of
a vehicle. As a result, the present invention system Will be
primarily described in an application for protecting a vehi
cle’s air bag in order to set forth the best mode contemplated
for the system.
Referring to FIG. 1, a schematic is shoWn illustrating the
an embodiment of the present invention system 10. In FIG.
1, an air bag assembly 12 is shoWn. The air bag assembly 12
shoWn is a driver’s side air bag that is located at the end of
a vehicle’s steering column in the center of the steering
Wheel 14. The air bag assembly 12 contains of a folded
in?atable bag 16. BeloW the in?atable bag 16 is a small
charge 18 that produces a large amount of gas When burned.
The charge 18 is ignited by a triggering circuit 20 that is
coupled to various sensors in the front bumper and frame of
the vehicle 11. When an air bag system 12 is stolen from a

shield each time he/she enters the vehicle. As such, installing

vehicle 11, the folded bag 16, explosive charge 18 and

such theft prevention shields is a cumbersome, time con

triggering circuit 20 are removed as a single unit.

suming activity for the vehicle driver. As a result, the driver
Will inevitably not apply the shield if he/she is leaving the
vehicle for only a short time. This leaves the vehicle and its
air bag vulnerable to theft.
A need therefore exists for an air bag theft deterrent
system that passively protects the air bag, deters theft and
does not disable the air bag if it is stolen. This need is met
by the present invention as described and claimed beloW.

The present invention system 10 modi?es the triggering
circuit 20 Within the air bag assembly 12. A unique feature

SUMMARY OF THE INVENTION

The present invention is a system and method for detect

ing stolen electronic assemblies that have been illegally

55

is built into the triggering circuit 20 that can be sensed

electronically. The electronic feature is unique to the air bag
system 12 and not to any other air bag system. The electronic
feature can be a resistive value, an impedance value, an

analog signal or a digital signal. In the preferred
60

embodiment, the electronic feature is a digital encoder that
is added to the triggering circuit 20 and produces a digital

signal. The digital signal can correspond to the identi?cation
number of the vehicle, an authoriZation code or some other

code that Would be unique only to the vehicle in Which the

added to a second vehicle. When a vehicle is manufactured, 65 air bag system 20 Was manufactured.

each of the electronic assemblies Within the vehicle is
provided With a unique identi?cation code that can be

The air bag triggering circuit 20 is commonly connected
to the central engine computer 22 of the vehicle 11. The

US 6,317,026 B1
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central engine computer 22 monitors the triggering circuit

can be entered into the diagnostic computer by a technician.

20 and provides Warnings if some monitored aspect of the air
bag triggering circuit 20 is not Within manufactured toler
ances. Typically, the Warning given Will be a light on the
dash board that tells the driver to have the air bag system
serviced.
As is Well knoWn, many engine computers are connected

The authoriZation code can be the vehicles identi?cation

code, the vehicles license plate number or any other code
that is unique to the vehicle being tested. As is indicated by
Block 34, once the knoWn authoriZation code is read, the
various identi?cation codes from the electronic assemblies
are compared to the knoWn authoriZation code. As indicated
from Block 36 and Block 38, if the identi?cation codes
match the authoriZation codes, the vehicle contains all

to diagnostic testing ports 24. The diagnostic testing port 24
is used by technicians When the vehicle is being serviced.
Typically, a diagnostic computer 26 attaches to the testing

10

port 24 When the electronic systems of the vehicle 11 are

being repaired and/or inspected.
The present invention system 10 adds a neW diagnostic
step to overall diagnostic testing of the vehicle 11. The neW
step is that When a diagnostic computer 26 is coupled to the

15

engine computer 22, via the diagnostic testing port 24, the
diagnostic computer 26 inspects the air bag assembly 12 for
its unique electronic identi?cation code. If the electronic

original parts and the standard diagnostic procedure is
continued.
HoWever, as indicated by Block 36 and Block 40, if all of
the read identi?cation codes do not match the authoriZation
codes, the non-matching identi?cation codes are identi?ed.
If the non-matching identi?cation code is for an air bag

assembly, then the non-matching identi?cation number is
compared to the identi?cation numbers of stolen air bags for
the make and model in that automobile. If the non-matching
identi?cation code is for a radio, then the non-matching
identi?cation number is compared to the identi?cation num
bers corresponding to knoWn stolen radios of the model
found in the vehicle being tested.
The data base for stolen automobile parts is large and

identi?cation code does not match the code in the memory

of the engine computer 22, the technician is noti?ed that an
unauthoriZed component has been substituted in the vehicle
11. If the identi?cation code of the air bag assembly 12

shoWs that the air bag assembly 12 is not original equipment,

changes each day. Accordingly, in a preferred embodiment,

then the identi?cation code can be cross-referenced against
a list of stolen vehicles that Would carry that type of air bag.
If the identi?cation code matches that of a stolen air bag, the
authorities can be noti?ed and the auto repair location that
installed the neW air bag can be investigated.

the step of reading identi?cation codes of stolen parts, as
indicated by Block 42, is done at a remote location. The

25

diagnostic computer communicates over the telephone lines,
via a modem, With some state of federal computer that is
dedicated to storing such information on stolen vehicles.
As is indicated by Block 44 and Block 46, if a non
matching identi?cation code from a vehicle does not match
an identi?cation code from a stolen property list, then it can

The present invention system therefore can check to see
What electronic parts of a vehicle are original to the vehicle

and Which have been substituted. Of the substituted parts,
each is identi?ed With its oWn integral identi?cation code.
This code is checked against the identi?cation code of stolen

parts for matches.

be assumed that the non-matching identi?cation code

belongs to a legally purchased replacement assembly.
35

The integral identi?cation code can be added to any part

HoWever, referring to Block 46 and Block 48, it can be

of the eXisting circuitry. In one eXemplary embodiment, the

seen that if an identi?cation code from the vehicle does
match an identi?cation number on a stolen parts list, then the

identi?cation code can be embodied in a chip, so that

diagnostic computer indicates the same to the technician.

different identi?cation codes can be readily manufactured
into different components. In such a manufacturing scenario,

The technician can inform the vehicle oWner that the vehicle
contains a stolen part and the vehicle oWner can go to the

the chip embodying the identi?cation code should be made

authorities.
Once repair shops realiZe that stolen parts can be traced
back to them, there Will be a great incentive to stop using
stolen parts. The market for stolen cars and stolen parts Will
then decease.
The present invention system and method do not disable

non-removable so that thieves cannot replace the chip after
a certain component is stolen.
Referring to FIG. 2, a more detailed description of the

method of operation for the present invention system can be
provided. In FIG. 2, it can be seen from Block 30 that the
?rst step in the present invention method is to connect a
vehicle’s computer to a diagnostic computer. This can be
done When the vehicle is being serviced or When the vehicle

45

the stolen electronic assembly. Accordingly, a stolen air bag
Will still Work as designed. HoWever, the present invention
system and method provides the means for passively iden

is being inspected. The diagnostic computer runs its typical

tifying stolen vehicle parts and tracing those vehicle parts
back to their point of origin.

diagnostic programs. HoWever, in addition to the common

diagnostic programs, the diagnostic computer also reads the
identi?cation code from the various electronic assemblies
contained Within the vehicle, as shoWn by Block 32. The
electronic assemblies can be the air bag system, the radio, a
compact disc player, a cellular telephone or any other
electronic-based assembly contained Within the vehicle. The
identi?cation code for each of the electronic assemblies can

It Will be understood that the embodiment of the present
invention described and illustrated herein is merely eXem
plary and a person skilled in the art can make many
55

variations to the embodiment shoWn Without departing from
the scope of the present invention. There are many different
Ways to electronically identify an electronic assembly. Elec
tronic assemblies contain many different circuits that

be read either directly by a diagnostic computer or by the

embody different resistive values, impedance values and the

vehicle’s engine computer, Wherein the engine’s computer

like. It Will be understood that such electronic features can
be used to create a unique electronic ?ngerprint for each
electronic assembly. The present invention system can then
use that electronic ?ngerprint to identify the electronic

reads the identi?cation codes to the diagnostic computer.
Once the diagnostic computer has read all the identi?ca
tion codes for the electronic assemblies in the vehicle, the
diagnostic computer compares those identi?cation codes to
the knoWn authoriZation codes for that vehicle. The knoWn

assembly in question. All such variations, modi?cations and
65

alternate embodiments are intended to be included Within

authoriZation codes for the vehicle can either be read to the

the scope of the present invention as de?ned by the

diagnostic computer from the vehicle’s engine computer or

appended claims.
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What is claimed is:
1. A method of detecting stolen parts in a vehicle of the

providing an indication of a match if said electronic
identi?cation code matches one of said electronic iden
ti?cation codes for stolen electronic assemblies.

type having an engine computer and an electronic assembly
coupled to the engine computer, said method comprising the
steps of:
coupling a service computer to said engine computer at
the vehicle site;

2. The method according to claim 1, Wherein said step of
reading an electronic identi?cation code from said electronic

utiliZing said service computer to read an electronic

identi?cation code from said electronic assembly

through said engine computer;

10

utiliZing said service computer to compare said electronic
identi?cation code to an authoriZed identi?cation code

that is unique to said vehicle;
providing a database of electronic identi?cation codes for
stolen electronic assemblies at a central computer
remote from said service computer, Wherein said data
base of electronic identi?cation codes is accessible by
said service computer through a telecommunications

15

With said service computer via a telecommunications
link, if said electronic identi?cation code does not

tronic assemblies; and

electronic identi?cation code.
5. The method according to claim 1, Wherein said elec
tronic identi?cation code is selected from a group consisting
of a resistive value, an impedance value, an analog signal

and a digital signal.
6. The method according to claim 1, Wherein said autho
riZation code is stored Within said engine computer.
7. The method according to claim 1, Wherein said elec
tronic assembly is selected from a group consisting of air

link;
accessing said database of electronic identi?cation codes

match said authoriZed identi?cation code;
comparing said electronic identi?cation code to said data
base of electronic identi?cation codes for stolen elec

assembly includes the substep of coupling a diagnostic
computer to said electronic assembly, Wherein said diagnos
tic computer electronically ascertains said electronic iden
ti?cation code from said electronic assembly.
3. The method according to claim 1, Wherein said elec
tronic assembly is an air bag assembly.
4. The method according to claim 1, Wherein said elec
tronic assembly includes a digital encoder that produces said

25

bags, radios and cellular telephones.

